
Online security recommendations 
 
 
These last few days have seen the reduction of personal contact and the increase in remote activities; 
therefore, it is important to pay attention to the interactions we receive. Below are some tips to help you use 
online services efficiently and safely: 

 
• Protect the devices with which you connect to online banking: Activate automatic security updates and 

make a daily backup. We also recommend that you use the latest software versions for your browsers and 
applications. 

 
• Be wary of calls from technicians or companies that pretend to provide support, want to know your login 

details or want to improve your computer systems, without you having called them before. Do not allow 
them to guide you to perform actions from your computer or mobile phone. It is common to see cases of attempted 
fraud by alleged technicians who want to improve your computer systems. In reality, they try to trick the user into 
installing fraudulent applications. Sometimes the attempt to deceive is by phone and they try to persuade the user 
to reveal their passwords or carry out any other fraudulent activity. In case of doubt or need, remember that we are 
at your disposal through our usual channels. 

 
• Watch the origin of the emails and messages you receive (SMS, WhatsApp, email), even if they are from 

people you know. During these unusual days, you can expect an increase in fraudulent emails and messages. 
The type of these messages can be very diverse: messages that refer to alleged solutions associated with COVID-
19, to service charges or wrong bills, messages about accounts or cards, about security updates, etc. Our 
recommendation is not to open attachments if you are not sure and if it is not a document you were expecting. We 
also recommend that you do not click on links or call unknown telephone numbers. If you receive emails from 
people you know but do not make sense, or that contain unusual language, be suspicious and confirm with the 
sender whether they have really sent it to you. 


